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Gambling and the Cloud: Securing the Future
The gambling industry, particularly in Europe, continues to grow at a rapid pace as new products, new 

geographic markets, and changing regulations create opportunities. The technical infrastructure that 

firms use to drive this expansion — particularly online — needs to be flexible and easy to maintain, and 

yet remain stable and secure. The promise of the cloud is not as easy for gambling companies to take 

advantage of. Regulation makes complete migration all but impossible, as in many cases transactions 

and data need to remain tied to a physical geography — and security threats against customer PII, 

websites, and fundamental business infrastructure pose unique and significant risks for gambling firms. 

This white paper will explore both the imperatives for the cloud move, the unique challenge gambling 

firms face, and how to secure that future architecture from bad actors.

The imperative for cloud migration: Why not carry on with  
in-house solutions?
Many firms launched their online businesses using in-house, on-premises platforms and applications, 

often because they couldn’t find standard solutions that address unique needs in security and 

critical transactions. Having your own systems also means always knowing where your data is 

flowing and being able to point regulators to local data centers, expert employees, and homegrown 

documentation. Arguably, this made things much easier for CTOs in the early days of online expansion.

Unfortunately, many gambling firms are struggling with the limitations of their homegrown systems. All 

but the most sophisticated, highly staffed, in-house solutions are starting to crack under the strain of a 

shifting tech landscape, increasingly discerning customers, and an endless sea of clever attackers and 

thieves. There tend to be three problems with legacy solutions:

• A lack of flexibility and extensibility. Bespoke solutions are cut to size for the problem at  

hand at the time. Emerging changes in data privacy regulations and attack types require 

moldable solutions. 

• A constant need to review security. Good in-house security solutions need to go hand-in-hand 

with homegrown online services — the workload here gets heavier as attacks become  

more sophisticated.

• Risks to performance and reliability. Critical real-time online transactions require robust, well-

performing, on-premises systems — but these can struggle with spikes of traffic. 

Many firms also find that moving to the cloud can save them money by moving away from operating 

complex IT hardware/networking systems. While future growth and opportunity should be the primary 

drivers of cloud investment, cost savings can be a real factor in the decision.
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For the gambling industry, things aren’t so simple
The gambling industry has always been technically savvy, more aware of security than most 

entertainment verticals, and rightly obsessed with performance — seemingly all ideal qualifiers for 

cloud migration. But in many cases, regulation locks customer transactions into a specified geographic 

jurisdiction, which limits the anywhere, anytime power of the cloud. Today the fledgling US online 

betting market is already recreating its own versions of these restrictions on data flow — which will vary 

hugely by state — so this isn’t just a legacy issue. A strong security and performance focus also means 

gambling firms are skeptical of the cloud’s ability to deliver reliably.

The rise of the hybrid cloud front end
If gambling firms don’t have the luxury of a wholesale move to the cloud, this immediately limits the 

potential cost savings, scalability, and flexibility benefits. There are still real upsides to moving a portion 

of online service to the cloud, creating a hybrid solution. Chiefly, these are:

• Easier partner and developer integration. With a sophisticated cloud API gateway, partners 

and DevOps teams can test and deploy new solutions more efficiently, which developers 

increasingly expect.

• Presenting a united front to consumers. As we see more and more M&A activity in the  

sector, consumer-facing, cloud-based front ends can quickly integrate newly acquired  

back-end transactional servers and origin points to offer up unified, easily managed,  

consumer-facing services. 

• Migration of social gambling. In areas where real-money transactions aren’t an issue, the cloud 

provides the opportunity for complete migration. Those firms that operate pure fantasy leagues 

or social casinos can use the cloud more flexibly. 

• Better security. We’ll cover this in more depth later, but cloud-based security offers significant 

advantages over older solutions when done right, even if you have to maintain some  

on-premises servers.

Cloud security needs more attention, not less
Some industries have regarded a cloud move as a fix-all solution to a variety of problems: IT hardware 

costs, legacy platforms, CX management. However, as cloud outages and high-profile security breaches 

show, cloud security isn’t as easy as it sounds. Juniper Research forecasts data breaches will cost 

businesses $2.1 trillion by 2019.1 Additionally, cloud platform providers seem increasingly unable to 

provide the comprehensive security gambling firms demand.

Gambling firms need security that addresses the gamut of threats they face from DDoS through 

credential stuffing to sophisticated hacking/cheating attacks.
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Increased security issues require dedicated resources  
and solutions
Keeping ahead of bad actors is increasingly difficult and can be viewed as a hierarchy of security needs 

(with apologies to Abraham Maslow and his original hierarchy of needs). You can only move up the 

pyramid when the foundational layer below has been successfully built (see Figure 1).

Figure 1: Hierarchy of security needs

Keeping the lights on is the most basic need — nothing else matters if your online service is unavailable. 

Alastair Roberts, Ladbrokes’s head of technology operations, even put a figure on this: Downtime 

cost Ladbrokes more than $100,000 per minute in lost business.2 Obviously, any solution has to be 

responsive and scalable without adversely affecting user experience or the ability to transact. 

Effective and trustworthy DDoS mitigation is a must. Gambling companies have always been a primary 

target for these attacks, as there is such a strong link between availability and revenue, and this 

potential threat is frequently actioned.

Next up, you must protect your customers’ data and your revenue. This is especially important in 

gambling, where players are sensitive about their visibility and are conducting real-time monetary 

transactions. Add in age checks, self-exclusion, and geofencing, and suddenly a seemingly simple 

security process can appear daunting.
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Your customers’ data and your revenue are intrinsically linked through attacks such as credential abuse, 

where stolen credentials from breaches at other sites — often in the same vertical — allow account 

takeover and subsequent fraud (see Figure 2). Being able to detect credential stuffing before the 

takeover happens is critical to help tackle fraud.

Figure 2: Understanding bad actor objectives in account takeover

Beyond this layer, things start to get more esoteric — how do you ensure that your content and IP 

(particularly live odds) remain yours alone? Larger firms should also think seriously about how best 

to secure their internal networks; many leaks of proprietary information and algorithms come  

from insiders. 

Protecting your data, whether internal (algorithms) or external (live odds), requires real-time tools 

to mitigate effectively. Access to internal data and applications needs to be assessed and checked 

against authentication and authorization. Flat networks and VPNs can give every PC access to every 

server, creating a petri dish of opportunity for malware and criminals, when what we really want to 

do is ensure that we give the correct users access to the correct applications. External data needs to 

be delivered to legitimate users, not to bots trying to game the system. These requests need to be 

assessed and mitigated without impacting the legitimate user in any way whatsoever.

As these layers stack up, so does the processing and administrative overhead; efficiency can be 

increased by expanding processing capacity and redundancy, relying on partner organizations,  

and vetting potential bottlenecks.

Understanding the role of identity and account takeover

Exploitation

Purchase 
compromised 

account for  
target site

Use purchased 
account credentials 

to log in

Action

Perform fraudulent 
transactions using 

compromised 
account

Bad actor  
objectives

Reconnaissance

Identify target 
website with high 

account value 

Purchase list of 
stolen credentials 

on dark web

Weaponization

Build or rent 
a botnet to 
automate 
validation

Build or buy 
software tools to 
evade detection

Delivery

Validate list of 
stolen credentials 
against login page 
of target website 

Resell validated 
account credentials 

on dark web



5Gambling and the Cloud: Securing the Future

The final layer, much like Maslow’s self-actualization, is more of a state of mind than a box that can 

be checked. We’ll never eliminate hacking, cheating, and various other nefarious activities targeted 

at high-profile live systems, but some companies are trying to fight back. This can take the form 

of tactical planning activity against bad actors, pairing up cheaters, and feeding fake content 

to intruders. But this is some advanced-level security black magic and carries risks: What if you 

misidentify cheating or bots? What if your fake content gets out and is attributed to you? Some 

jurisdictions, like the EU, can also take a dim view on such aggressive activities.

Gambling faces unique challenges, but a secure cloud solution 
can work
In many respects, live online gambling operations are more akin to financial services operations than 

other forms of consumer entertainment services, requiring:

Real-time real-money transactions

24/7 availability

Heavy regulatory compliance

Meticulous record keeping

Cast-iron protection of customer data

Retail banks have a rich history of developing their own innovative IT solutions — like Girobank’s 

telephone banking system or Stanford Federal Credit Union’s online banking system — mainly 

because off-the-shelf solutions didn’t exist. But financial services has embraced the cloud in the past 

decade and now relies on robust, flexible cloud-based systems that let firms focus more on customer 

experience and their product portfolio. 

Similarly, gambling firms have needed to build their own origin and transactional systems  

to support online services, but like financial services, they can also reap the rewards of using  

cloud infrastructure.
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Akamai is here to help
Cloud transformation, security, and the Akamai Intelligent Edge Platform 

Gambling firms have already embraced many transformative technologies… from mobile to security to 

video streaming and now cloud technology. 

Given the increasing complexity of the Internet landscape, being able to deliver secure, high-quality 

interactions to every user, everywhere, is more difficult than ever before — so working with the right 

technology partner is critical. Additionally, as online data and transactions increase in value, websites 

and other online assets are becoming the targets of larger, more complex, and more frequent attacks. 

The Akamai Intelligent Edge Platform is designed to offer the reliability, performance, and security that 

firms need to capitalize on this digital transformation. 

Key Benefits:

• Protect online estate and user data with Akamai’s industry-leading security solutions, recognized 

by both Forrester and Gartner as a Leader in cloud WAF providers. Akamai cloud security 

solutions are deployed on a global platform that extends from applications and infrastructure to 

the end user — architected to intelligently identify credential stuffing bots, stop DDoS attacks, and 

block application exploits, all in the cloud and close to the attackers, before they can jeopardize 

applications and infrastructure. 

• Protect internal enterprise applications with the Zero Trust model. Ensure that access to internal 

data is delivered to the right users and minimize access to the rest of the network — transparently 

to the end users. 

• Dramatically reduce time to onboard third parties. Forget the need to set up site-to-site VPNs for 

partners to allow data transfer. Zero Trust means giving access to specific applications to specified 

partners for a defined period of time, whether for the CMS systems, logistics, or data sources.

Disclaimer: Use of Akamai services to support online gambling is subject to customer qualification 

and compliance with applicable laws and regulations, Akamai’s acceptable use policy, and any other 

restrictions or limitations that Akamai may elect to impose.

Akamai secures and delivers digital experiences for the world’s largest companies. Akamai’s intelligent edge platform surrounds 
everything, from the enterprise to the cloud, so customers and their businesses can be fast, smart, and secure. Top brands globally rely 
on Akamai to help them realize competitive advantage through agile solutions that extend the power of their multi-cloud architectures. 
Akamai keeps decisions, apps, and experiences closer to users than anyone — and attacks and threats far away. Akamai’s portfolio of 
edge security, web and mobile performance, enterprise access, and video delivery solutions is supported by unmatched customer 
service, analytics, and 24/7/365 monitoring. To learn why the world’s top brands trust Akamai, visit akamai.com, blogs.akamai.com, or 
@Akamai on Twitter. You can find our global contact information at akamai.com/locations. Published 12/19.
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